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Zürich, 23. Februar 2019 

Nutzer/in vs. Security
Von Vorurteilen, Stereotypen und unbewusster Inkompetenz
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Unsere Aufgaben

NREN (National Research and Education Network)

Registry für .ch/.li - cc TLDs
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SWITCH-CERT

22 years SWITCH-CERT – information sharing 

and trusted community

Your benefits

Comprehensive incident support and 

optimal network security, especially 
for the Swiss Internet 

Customers
• Universities

• Hospitals

• Banks

Services

Cyber Threat Intelligence, Detection, 

Incident and Response as core 
competences
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Nutzer/in vs. Security
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Blaue Schl sser
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Was sind Security Threats?
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Blaue Schl sser

Schwarze H      dies



Der unbewusst inkompetente Typ

Der «Ich hab nix zu verbergen»-Typ

Der Panik-Typ
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https://www.20min.ch/digital/news/story/Mega-Hack-mit-mehr-als-773-Mio-Mail-Adressen-31540885

2018 LastPass - Psychologie der Passwörter: 
Nachlässigkeit verhilft Hackern zum Triumph
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Hast Du die Sache facebook gemeldet?

Nö, ist ja nix passiert. !

Hm, ok. Hast du dein Passwort geändert?

Neeee…"

#

Meinst Du, dass sollte ich noch machen?
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Ahhhhhhh!

Wir werden alle beobachtet! 

Kameras… - oh! 
Ein iPhone für 100 Stutz…*klick*
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Security vs. Nutzer/in
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Was sind Security Threats?
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SECURITY AWARENESS

soll uns alle retten

2/21/1927
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Was ist Security Awareness?
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Security Awareness is…

ISO 27000:2016: 
…“[one of the] fundamental principles [that] 

contribute to the successful implementation 
of an ISMS”. 

NIST SP800-50: 
…”not training. The purpose 

of awareness presentations is 
simply to focus attention on 
security.” 

wikipedia: 
…“the knowledge and attitude members of an 

organization possess regarding the protection of the 
physical, and especially informational, assets of that 
organization.” 

OECD Guidelines for the Security of 
Information Systems and Networks: 

…“the first line of defence for the 
security of information systems and 
networks.” 
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Security Awareness is…

ISO 27000:2016: 
…“[one of the] fundamental principles [that] 

contribute to the successful implementation 
of an ISMS”. 

NIST SP800-50: 
…”not training. The purpose 

of awareness presentations is 
simply to focus attention on 
security.” 

wikipedia: 
…“the knowledge and attitude members of an 

organization possess regarding the protection of the 
physical, and especially informational, assets of that 
organization.” 

OECD Guidelines for the Security of 
Information Systems and Networks: 

…“the first line of defence for the 
security of information systems and 
networks.” 

Merke:

1. Security Awareness ist sehr

wichtig!

2. Security Awareness Massnahmen

sollen sensibilisieren.

3. Security Awareness Massnahmen

sollen nachhaltig Wissen über

Informationssicherheit vermitteln.
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https://www.sans.org/security-awareness-training/reports/2018-security-awareness-report
https://www.sans.org/security-awareness-training/reports/2017-security-awareness-report



© 2019 SWITCH | 32

EDUCATION

Neue Fähigkeiten

und die Theorie

dahinter lehren

TRAINING

(Neue) Fähigkeiten

lehren und üben

AWARENESS

Aufmerksamkeit und 

Interesse für ein bestimmtes

Thema erhöhen
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https://www.sans.org/security-awareness-training/reports/2018-security-awareness-report
https://www.sans.org/security-awareness-training/reports/2017-security-awareness-report



Der «Bitte, bitte, bitte»-Typ

Der autoritäre Typ

Der Schadenfreude-Typ
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The geeks have inherited awareness (is that good?).

– SANS Security Awareness Report
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1. Fehlende Kommunikationsexpertise

2. Geringe finanzielle und zeitliche Ressourcen

3. Fehlende Unterstützung

https://www.sans.org/security-awareness-training/reports/2018-security-awareness-report
https://www.sans.org/security-awareness-training/reports/2017-security-awareness-report
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Was nun?
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Bla bla bla
Security bla bla

Bla bla bla
Verschlüsselung bla bla

Bla bla bla Firewall 
bla bla

Bla bla bla
Phishing bla bla

???

Politik

???

Kunst & Kultur

???

Bildung

???

Wirtschaft

Security Experten

???

…

Bla bla bla
DNSSEC bla bla
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!!!

Bildung

!!!

Politik

!!!

Kunst & Kultur

!!!

Wirtschaft

Security Experten

!!!

…

Bla bla bla Security
bla bla

Bla bla bla
Verschlüsselung bla bla

Bla bla bla
Firewall bla bla

Bla bla bla
Phishing bla bla

Bla bla bla
DNSSEC bla bla
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INFORMATION

Ich chum 

drus
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https://www.facebook.com/bohemianbrowserballett/
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1. “Security” in allgemeinen Diskurs einbringen

2. Öffnen, anpassen, ermöglichen

3. Anlaufstellen anbieten
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Quellen
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https://www.com-magazin.de/news/sicherheit/faktor-mensch-in-cyber-security-1531813.html

https://www.computerworld.ch/security/veranstaltung/faktor-mensch-mitarbeiter-einfallstor-cyberkriminelle-1580533.html

https://creditreform-magazin.de/2018/10/04/mittelstandsbotschafter/joergasma/cyber-security-warum-der-faktor-mensch-so-wichtig-ist/

https://www.agendadigitale.eu/sicurezza/se-anche-chi-dovrebbe-proteggerci-diventa-una-vittima-chi-si-occupera-dellinsicurezza-della-pa-italiana/

https://www.cybersecurity360.it/cultura-cyber/il-fattore-umano-una-vulnerabilita-nei-processi-di-sicurezza-aziendale/

https://www.key4biz.it/il-fattore-umano-e-il-vero-problema-della-cybersecurity/219586/
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https://www.cso.com.au/article/647848/human-factor-driving-web-application-security-flaws/
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https://www.solutions-magazine.com/cybersecurite-investissez-facteur-humain/

https://www.datenschutz-praxis.de/fachnews/der-mensch-bleibt-schwachstelle-nr-1-bei-cybersecurity/
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https://hacknowledge.com

https://www.isss.ch

https://www.melani.admin.ch/melani/de/home.html

https://www.digitale-gesellschaft.ch/
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https://www.sig-switzerland.ch/
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https://www.swisscom.ch/de/privatkunden/sicherheit/internet-security.html

https://www.compass-security.com/
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https://www.defcon.org/
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Working for a better digital world

Katja Dörlemann
katja.doerlemann@switch.ch


